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1 Introduction

1.1 Purpose

This overview has been written at the request of the Estonian Information System Authority (RIA) to
explain the makeup, organisation, and uses of the Estonian e-identity (elD) ecosystem. The overview
is meant for readers seeking to learn about the components of the Estonian elD ecosystem, its
operating principles and limitations, how the system works in practice, and which state authorities
and private companies operate in this space.

The overview was written in summer 2025 and is based on the situation of the elD service market
and legal acts in force at the time of writing. As new service providers, tools, etc. become available,
some parts of the overview may become obsolete.

Some parts of the overview (Appendix C) are targeted to public sector institutions who are required
to ensure the conformity and compatibility with the existing Estonian elD ecosystem (see the 2017
Authentication Requirements [1], Section 5) or need to explain their IT partners what compatibility
means or how it can be effectuated.

1.2 Terms and abbreviations

The terms and abbreviations used in the overview are generally used as defined in the Data
Protection and Information Security Lexicon AKIT [2], maintained by Cybernetica AS. The original
purpose of the lexicon was to aid readers in the interpretation of international standards and other
guidance documents published in English; the entries are thus mainly based on ISO, IEC, IEEE, and
other standards. In addition to specialised terminology, the lexicon also covers ambiguous words
often found in standards and guidance documents, the correct interpretation of which is important
for understanding the contents of the text.

The definitions of key terms are presented as follows: term; explanation of the term; notes regarding
alternative terms used in everyday or technical language and potential interpretation issues.

1.2.1 Terms and abbreviations used in the overview

Timestamp — an attribute or field in data that denotes the time of data generation, e.g. in the form
of a stamp or log entry, serving as proof of the existence of a digital object at a specific point in time
Authentication — the process of verification of an identity claim: one user, system, or other entity*
verifies the claimed identity of another entity, usually based on specific information (password), item
(smart card or other security token), permanent distinctive feature (biometric), or distinctive
location (address)

Digital signature (also digi-signature, digital signing, etc.) — forgery-proof mathematical
transformation of data serving as a means for the verification of the authenticity of the data source
and integrity of the data, and ensuring the non-repudiability of the transmission of a message.

11SO/IEC 2382-36: any concrete or abstract thing that exists, did exist, or might exist, including associations among these things. Examples: person,
object, event, idea, process, etc.
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Common methods of digital signature creation employ hash functions? and public-key
cryptography?; a digital signature can have legal significance.

The Estonian language distinguishes signing as a technical process (signature creation) from digital
signing as an action with legal significance. Digital signing means marking something with the
electronic equivalent of a handwritten signature. In the Estonian context, as defined in the Electronic
Identification and Trust Services for Electronic Transactions Act, a digital signature is equivalent to a
qualified electronic signature (QES) in the elDAS sense.

e-identity (also electronic identity) — in a narrow sense, digital data serving to uniquely describe a
person or other entity. ‘Digital identity’ is often used as a synonym, but the latter is a broader term
covering any kind of information about a person and their relations found on the web:
authentication information, personal information, identifiers, digital footprints.

elDAS — Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC. The purpose of the elDAS regulation is to simplify the use of
international digital services: the establishment of uniform requirements, baselines, and principles
for all service providers and public institutions creates a basis for ensuring the comparability of trust
services.

e-identification — unequivocal identification of a person or other entity using electronic means.
Several EU member states provide electronic identification solutions to their citizens employing
smart cards, mobile phones, or other technologies.

ID-card — a term used in at least two different senses in Estonia. In the first, narrow sense, the ID-
card is the Estonian identity card. In a broader sense, the term denotes the ID-card as a platform
that includes a variety of identity documents providing the same electronic functionality, i.e.:

e |dentity card

e Residence permit card

e Diplomatic identity card

e E-resident’s digital identity card;

e Digital identity card/Digi-ID (issued until 1 May 2025; documents issued before this date can

be used until the end of their validity).

Unless explicitly stated otherwise (e.g. using the long-form term ‘identity card’ or adding a clarifying
note), the term ID-card is used here in the broad sense.

Identity — defined in ISO/IEC 24713 as a person’s identity in the everyday sense. Identifying features
caninclude name, characteristics of personality or appearance, transaction history between app and
end user, nationality, education data, employer, security clearances, financial and credit information.

Occasionally, ‘identity’ is also used in the sense of an identifier, i.e. an attribute that uniquely
characterises and represents an entity in a specific domain, such as user ID, national identification
number, asset number

2 A function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits (or hashes).
3 Cryptography in which a public key and a corresponding private key are used for encryption and decryption. If a public key is used for encryption,
the corresponding private key must be used for decryption, and vice versa.
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The Estonian Identity Documents Act defines identity data as the biometric and biographical data of
a person according to which it is possible to identify the person or verify the person’s identity.

Cryptographic key — a mathematical value used in an algorithm that transforms unencrypted
data/cleartext to a ciphertext or vice versa. The Estonian elD ecosystem is based on public-key
cryptography where encryption and decryption are carried out using a public key and a respective
private key (collectively forming a key pair).

Certificate — an attestation of authenticity. In the sense of a digital certificate, an electronic
document (file) that links a user’s public key to data identifying the user, such as the name and/or
address of a person or an organisation. The authenticity of the certificate itself is attested by the
digital signature of its issuer (in a typical PKI system, the signature of the certification authority). A
user’s key pair and certificate can be used for user authentication and verifying the integrity and
non-repudiability of messages

trust service — an electronic service that helps parties make binding decisions. In the EU market,
trust services include, e.g. Issuing and life-cycle management of personal certificates, timestamping
service provision, creation, verification, and storage of electronic signatures, electronic data
exchange service, and the issuing of web server certificates. The exact requirements and conditions
for trust services and the aspects of signature and stamping are defined by the elDAS regulation.
eiDAS also sets out the standards for qualified and non-qualified trust services. Qualified trust
services can only be provided by qualified trust service providers. The European Commission
maintains and publishes a complete list of trust service providers from all EU countries and the trust
services they provide — the List of Trusted Lists (LOTL).

1.2.2 Abbreviations

This section contains explanations of abbreviations used in the overview. Estonian-language
abbreviations and acronyms are rarely used in Estonian IT terminology; the majority of abbreviations
originate from English-language terminology and basically function as terms in themselves which
have lost their acronymic identity. This, in turn, means that in some cases no full Estonian form of
the term exists.

AdES — Advanced Electronic Signature — the
three highest levels of electronic signatures
defined in the elDAS regulation

ASiC-E — Associated Signature Container
(Extended) — container format comprising
signed data along with a signature or
timestamp in a specific format (XaDES/CAdES)
ASiC-S — Associated Signature Container
(Simple) — simplified container format
comprising signed data along with a signature
or timestamp in a specific format
(XaDES/CAdES)

BDOC — deprecated digital signature format
formerly used in Estonia, a combination of
digital signature and container

CA — Certification Authority

CDOC - encrypted file container for secure
communication. Files added to the container
can be decrypted using elD means

CERT-EE — Incident Response Department at
the RIA Cyber Security Centre

CP — Certification Policy

CRL — Certificate Revocation List

eeid — new authentication manager from the
Estonian Internet Foundation

elD — Electronic Identity

elDAS — Regulation on electronic identification
and trust services

EUTS - Electronic lIdentification and Trust
Services for Electronic Transactions Act

EITS — Estonian Information Security Standard,
developed from BSI IT Grundschutz



ENISA — EU Agency for Cybersecurity

GDPR - General Data Protection Regulation
GovSSO — Government SSO service

HSM — Hardware Security Module

KUTS — Cyber Security Act

LDAP — Lightweight Directory Access Protocol
LoA — Level of Assurance

LoTL - List of The Lists - European
Commission's official trusted list

mobile-ID — electronic service that allows
using a mobile phone for giving digital
signatures and identification

NFC - Near Field Communication,
communication between two electronic
devices over a distance of 10 cm or less

NIS - Network and Information Systems
Regulations 2018

NIST — National Institute of Standards and
Technology

OCSP — Online Certificate Status Protocol

PKI — Public Key Infrastructure

PBGB — Police and Border Guard Board

QC — Qualified Certificate

D-25-48

QES — Qualified Electronic Signature, legally
equivalent to a handwritten signature

QSCD — Qualified Signature Creation Device
QTSP — Qualified Trust Services Provider

REST — Representational State Transfer

RIA — Estonian Information System Authority
SEPA — Single European Payment Area

SIM — Subscriber Identification Module

SSCD — Secure Signature Creation Device; see
also: QSCD

SSL — Secure Sockets Layer; now known as TLS
SSO - Single Sign-on Access

TARA — Estonian government authentication
service, used for user authentication by public
sector institutions

TLS-CCA - TLS with Client Certificate
Authentication, a mutually authenticating
security protocol with server and personal
certificates

TSL — Trust-service Status List

XAdES — XML Advanced Electronic Signature(s),
common European electronic signature
standard, eIDAS-compliant
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1.3 Structure of the overview

The focus of this version of the overview is on the electronic identity of natural persons and their
actions in the ecosystem; e-Seals used by legal persons therefor fall outside the scope of the present
iteration of the document.

Sections 2 and 3 are meant to introduce the reader to the basic principles of the elD ecosystem.
Section 2 explains the meanings of the terms ‘identity’, ‘e-identity’, and ‘electronic identity
ecosystem’, and describes how identities are kept track of and how they relate to elD means. The
section also provides an overview of elD means used in Estonia and the information they contain.
Section 3 covers the various domains of the Estonian elD ecosystem and the institutions curating
these.

Sections 4 and 5 are meant for persons who need to make decisions related to elD services as a part
of their work. Section 4 provides an account of Estonian elD ecosystem services. Section 5 describes
practical integration between end-user operations (use cases) and the universal services of the
Estonian elD ecosystem. The most extensive examples discussed in the section relate to the creation
of electronic signatures and the validation of created signatures; this use case is the most complex
one from the perspective of normative requirements and technical norms.

The appendixes of the document are mostly meant for people implementing elD services. Appendix
A covers the normative background of the Estonian elD ecosystem which is made up of legal acts
(laws, regulations, implementing acts, directives), and technical interoperability standards. Appendix
B describes the ecosystem’s technical framework: details of elD means, technical means for the
creation of digital signatures, and the relevant technical norms. Appendix C provides a summary of
the requirements that any manufacturer, issuer, service provider, and integrator working with the
Estonian elD ecosystem needs to be familiar with.

1.4 The particularity and peculiarities of the Estonian elD ecosystem

1.4.1 Historical background

The public service side of the Estonian elD ecosystem is built on legal foundations that regulate its
operation. When the Estonian ID-card was first created *, rules regarding the issuance of the card
were laid down in:

« ldentity Documents Act [3] (15 February 1999);

» Digital Signatures Act [4] (8 March 2000).

The Identity Documents Act regulated, inter alia, the physical features of the ID-card while the
electronic features of the card were regulated by the Digital Signatures Act. Neither act contained any
references to the other.

4 Initially only as one specific kind of identity document
Estonian electronic identity ecosystem 1.0
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One of the key documents in force at the dawn of the Estonian elD ecosystem was Directive
1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community
framework for electronic signatures. As Estonia was not yet an EU member state at that time,
following this directive was not mandatory in laying the groundworks of the Estonian elD ecosystem.
However, based on the fact that Estonia’s accession to the EU necessitated no substantive legislative
changes in this area, it can be presumed that the founders of the Estonian elD ecosystem had studied
the relevant EU directives as a part of their background research.

The direct applicability of the elDAS Regulation (which came into effect on 1 July 2016) called for the
alignment of Estonian legal acts with the Regulation [5]. For this purpose, the Digital Signatures Act
was repealed; to ensure the soft adoption of some specific stipulations of the eIDAS Regulation these
were duplicated in the Electronic Identification and Trust Services for Electronic Transactions Act
(EUTS, entry into force 26 October 2016) [6]. In order to ensure the continued applicability of the
Estonian term ‘digitaalallkiri’ (digital signature) in the context of new legal terminology, the new
Electronic Identification and Trust Services for Electronic Transactions Act tied the definition of the
Estonian digital signature was tied to that of the elDAS QES level signature. Electronic signatures were
thereby distinguished from digital signatures: in the Estonian context, the latter only stand for QES
level signatures.

The universal adoption of digital authentication tools (at least in Estonia) was largely precipitated by
the gradual transition to the Single European Payment Area (SEPA) starting from 2008. In the process
of the transition, in 2018, the EU established such low transaction limits for authentication using a
password or code card that the continued use of these authentication methods was rendered
impractical. This decision was motivated by the cybersecurity situation prevalent in Europe.

1.4.2 Unique usage environment

In environmental terms, the Estonian elD ecosystem is distinguished by three features possessing a
social dimension. The ecosystem is pervasive, universal, and ubiquitous in its use.

Visitors to Estonia tend to first note the pervasiveness of the local elD usage environment. An identity
card is mandatory for all Estonian citizens of at least 15 years of age residing in Estonia. The card can
be used for authentication and the creation of digital signatures using a smart card reader-equipped
computer. In spite of the recent moves towards mobile devices, smart card readers are common in
home computers as well as computers owned by public and private sector organisations. In other
countries, smart card readers are generally only used in a few specific sectors such as military and
government affairs. The ID-card can also be used for the creation of digital signatures using the RIA
DigiDoc mobile app, either via a standalone smart card reader or NFC. Electronic identification and
digital signature creation can also be done by means of Mobile-ID and Smart-ID solutions which do
not require the use of a smart card reader. A major part in the pervasiveness of the elD ecosystem is
also played by the wide-scale adoption of the DigiDoc4 and RIA DigiDoc end-user digital creation
software. The state has also provided free access to development tools for the integration of both
authentication and digital signature creation into e-services.

The functionality of the Estonian elD ecosystem is universal. This means that all elD means currently
in use (ID-card, Mobile-ID, Smart-ID) provide identical authentication and digital signature creation
functions while ensuring an identical level of security and a similar user experience. In most cases

Estonian electronic identity ecosystem 1.0
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they can be equally used in all e-services. The elD means issued to citizens and residents are identical
in their functionality. In other countries, specific means of identification are often tied to specific
segments; for example, different means of identification can be required for banking and e-health.

The use of the Estonian elD ecosystem among Estonian citizens and residents, as well as e-residents,
is extensive and ubiquitous. It involves all walks of life, starting from signing contracts and declaring
taxes, education and health, and ending with numerous government and commercial portals.
Excluding shopping in global e-stores, everything vital can be done remotely, using standard elD
means. To date, no other country has been able to reach a similar e-service adoption level.

These three key features have been highlighted here to emphasise the importance of the consistency
of new solutions with the existing Estonian elD ecosystem. To maintain the present lifestyle of
Estonian residents, it is vital to ensure the cohesion of new systems with existing ones.

1.4.3 Practices and restrictions

The Estonian elD ecosystem is governed by a number of established practices and restrictions. These
practices are described below, while the restrictions have been listed in Appendix C.

The foundations and key distinctive features of the ecosystem can be summed up as follows.

1. The identity of a person is defined by the state and identity management is carried out
centrally by the state. Every person has a single identity (base identity). Two different
processes need to be distinguished here: one for the creation of a base identity (establishment
of identity and registering all requisite data), and the other for the verification of identity for
the issuing of an elD means. Using another person’s identity is a criminal offence. (See the
following related requirements in Appendix C: R-L-06, R-L-07, R-G-01, R-S-08)

2. The physical and digital documents of a person are uniquely and inseparably linked to the
user's base identity. (See requirements R-L-06 and R-G-01)

3. elD means enabling authentication and digital signature creation and the supporting software
are sufficiently secure (ensured by red-teaming and certification of components). (See also
requirement R-L-05)

4. Cryptographic certificates enabling authentication and digital signature creation are uniquely
and inseparably linked to the user's base identity in the elD means. (See requirements R-L-6
and R-G-01)

5. The national identification number is used for identifying individuals in both the private and
public sectors. (See requirement R-L-06)

6. The validity of physical identity documents and digital eID means is publicly verifiable.
7. The authentication and digital signature creation functionalities of elD means are almost

always treated as a single set, and Estonia does not have separate elD means for
authentication and digital signature creation. (See also requirement R-G-06)

Estonian electronic identity ecosystem 1.0
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e The two core services (elementary operations, value services) of the Estonian elD
ecosystem are authentication and digital signature creation.

e It is common practice in Estonia that end-users receive a device that supports both
authentication and digital signature creation as parts of a single set. Both functions are
implemented on the same technical basis, although authentication uses one key pair and
certificate, while digital signature creation uses another. Their management is also related
— the two cryptographic certificates can only be revoked/deactivated as a set. To
distinguish between authentication and digital signature creation for the user, it is
common to use different PIN codes for the two processes. However, the requirements and
processes for authentication and digital signature creation are different. (See requirement
R-G-07).

The authentication and digital signature creation functionalities of ID-cards® are implemented
via a program (applet) loaded on the smart card. Alongside general PKI services, additional
end-user software (drivers, DigiDoc4, RIA DigiDoc, Web elD) exists for using smart cards with
a computer. Several forms of ID-cards (identity card, residence permit card, diplomatic identity
card) can also act as physical identity documents (under the Identity Documents Act). The
cards can additionally be used for the decryption of CDOC cryptographic containers. ID-cards
also allow for reading document data and digitally signing data in the RIA DigiDoc app over
NFC.

Mobile-ID uses advanced SIM cards with a program (applet) similar to the ID-card.
Communication with the applet occurs over the mobile network, and the supporting systems
can use the applet's functions via a respective API.

In the case of Smart-ID, the elD means is made up of a smart device and the central service.
The smart device also acts as the user environment. Smart-ID also provides an API service
similar to the Mobile-ID API, which allows software on the user's computer or an e-service
provider’s servers to initiate Smart-ID's authentication and digital signature creation
functionalities.

All widely used elD means are based on PKI (public key infrastructure). The issuing and use of
the means requires the existence of a certification service along with technical subservices,
such as OCSP (online certificate status protocol) and CRL (certificate revocation list). Digital
signature creation also requires a timestamping service. Freely available, open-source
software has been developed for digital signature creation. (See requirement R-S-01)

. Information systems in the Estonian public sector, as well as (frequently) in the private sector,

use elD means for user authentication. This allows organisations and information systems to
dispense with physical user identification, registration, identity carrier creation and issuance,
as well as other support activities. This simplifies systems and reduces costs, as these activities
are already carried out by the state. This practice is described in the ‘Authentication

5The termis used here in the broader sense (i.e. a platform): a state-issued ID-1 format identity document providing authentication and digital signature
creations functionalities (identity card, digital identity card (Digi-ID), e-resident’s digital identity card, diplomatic identity card). See the explanation of
the term in Section 1.2.1.
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Regulation’ [1]. The Authentication Regulation stipulates that the authentication module must
not be built independently and it must be separate from the rest of the system.

13. Ideally, the means are redundant and interchangeable. Therefore, all public interfaces are
based on public standards, and vendor lock-in is mitigated. (See requirements R-S-04 and R-
U-01)

14. Open source is preferred for the components of the Estonian elD ecosystem.

15. Electronic voting in European Parliament, Riigikogu, and local elections is based on the same
Estonian elD ecosystem.

16. Any new components added to the Estonian elD ecosystem must ensure that RIA ID software
(drivers, DigiDoc4, RIA DigiDoc, Web elD) remains functional.

17. The availability of free and universally accessible RIA ID software is vital for the use of
authentication and digital signature creation.

18. State-supported end-user ID software is available for all three major software platforms:
Windows, Linux, and Mac. Support for elementary operations on smart devices is available for
Apple and Android platforms.

19. Any integration with the Estonian elD ecosystem will likely require connection to X-tee, a
secure data exchange environment between institutional users and data repositories (see
requirement R-L-05). See also X-tee general information [7] and X-tee documentation [8].
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2 The concept of identity and the nature of the
elD ecosystem

This section clarifies the terms identity, e-identity, and elD ecosystem. There is no universally
accepted definition for the terms ‘elD’ and ‘elD ecosystem’ to date. Different authors have defined
e-identity as follows:

1. A set of data that links a person to their physical identity in an electronic environment;
An electronic proof that a person is who they claim to be;
A means of identification used in an electronic environment;
An identity document for electronic use, part of the state's critical infrastructure;
In Estonia, a person’s identity in the digital world is the same as in the physical world. Several
elD means are available, but the user's identity remains the same on all of them [9].

uohWN

The elD ecosystem is also defined in different terms:

1. Based on a secure public key infrastructure;

2. Includes elD means and user software, as well as services from private or state companies.
Also includes the production and issuance of elD means;

3. The elD ecosystem consists of an identity document with digital capabilities, adapter software
integrated into websites, and institutions and companies providing fundamental background
services;

4. The regulator's work and trust service supervision should also be considered an essential part
of the elD ecosystem.

These different perspectives illustrate the different aspects of elD. We believe that one of the best
definitions of an elD ecosystem is provided by the World Economic Forum [10] — ‘An [eID] ecosystem
is a network of public and private sector players that work together to define, build and execute user-
centric means for individuals to prove their identity across organisations.” (p. 12)

The same documents define the five basic principles of an effective elD ecosystem, which must be:
e User-centric
e Trusted
e Interoperable
e Public-private
o Sustainable

The elD ecosystem can be broken down into the following aspects which must be considered as a
single functional entity:

« legal (laws, regulations, directives)

« organisational (collaboration, data exchange between institutions and private companies)

« technical (protocols, standards, devices)

« security (incident reporting, accountability, responsible vulnerability notification)

e supervision
The real complexity of the elD ecosystem is very high, so it is appropriate to consider it systematically
and from different perspectives. Previous descriptions of the Estonian elD ecosystem have only
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covered selected technical aspects [11]. In July 2023, ENISA published a concise analysis (ENISA DIS)
[12] on the standards regulating the elD field in the EU and globally. The description presented here
is partly based on the classifications and systematics used in the ENISA analysis. We have also partially
adopted the terminology used by ENISA as our conceptual basis.

2.1 Identity and its means of use

In this section, we explain what a digital identity consists of, how identities are managed, and how
they relate to elD means. We also provide a brief overview of the elD means currently in use in Estonia
and examine what information they contain.

Section 5.1.3 of the standard EN 319 412-1 [52] stipulates that an identity can be represented by an
ID number, tax number, or other identifiers derived from a reliable source. In this context, it can be
said that identity in Estonia is absolute, based on a base identity, and expressed as a national
identification number.

2.1.1 Base identity

For a person to be issued with an elD means, they must have a base identity duly registered in the
Population Register. For this purpose, the PBGB verifies the person identity and registers their identity
data and identification data. Fundamental base identity data comprise the person’s name and
national identification number. The national identification number is used for linking specific elD
means with the base identity.

Many countries lack a population register-based base identity; in such cases, electronic identity is
often construed as a specific cryptographic certificate contained in a specific elD means. EU
regulations also do not explicitly stipulate whether electronic identification can include both
authentication and signature creation or only the former. In the Estonian context, authentication and
signature creation are the two central but separate value services (see Section 4.1.1) which are
provided by the same means/device/tool (e.g. an ID-card ).

2.1.2 National identification number

Base identity in Estonia is expressed as the national identification number. Section 40 (6) of the
Population Register Act stipulates that the formation and issuance of a national identification number
are set out in the relevant Regulation of the Minister of the Interior [62]. There is no regional (e.g.,
county level) identity number separate from the national one. In contrast, in Germany, identity
identifiers have traditionally been issued at the Land level.

No definite English term exists for the national identification number as a concept. The terms
‘personal identification code’ (PIC) and personal identification number (PIN) have been used; the
latter is, however, hard to distinguish from a bank card’s PIN code. Wikipedia has consolidated
information regarding identification numbers used in different countries under the keyword national
identification number [64].
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In her Master’s thesis [9], Helen Raamat has analysed the cross-border use of EU data (p. 55). As one
of the key requirements for high-level interoperability, Raamat sets forth the existence of a national
identification number similar to Estonia's. The EuroSmart analysis of cross-border interoperability
[63] notes that in many EU countries, a persistent identifier is either absent or does not figure among
the mandatory attributes of identity.

A single individual can possess several elD means, each with a separate pair of certificates. The
national identification number, however, remains the same for all certificates and does not change
throughout the person’s life. There is, however, a mechanism for changing the identification number
in specific cases (sex change, error correction).

2.1.3 Features of the national identification number

A unique feature of the Estonian national identification number is that it is designed to be public. The
former deputy secretary for IT of the Ministry of Economic Affairs and Communications Taavi Kotka
has thus called the national identification number the person’s digital name.

Knowing only a person’s national identification number does not allow to obtain any more
information about them than without this knowledge. In comparison, the US Social Security Number,
as well as the national identification numbers of many other countries, are designed as passwords:
the number essentially acts as an authentication code and anyone asking for the number can get
access to data that they could not access before. This feature makes this type of ‘national
identification numbers’ rather vulnerable to data leakage.

As an identifier, the national identification number must be:
Global — the same identifier is used for the person everywhere;
Unigue — no two persons can have the same identification number;
Persistent — the identification number is persistent over time.

2.1.4 Origins of the national identification number

To understand the meaning and semantics of the Estonian national identification number, it is
important to know the history of its development. The national identification number was introduced
in Estonia in 1989; the formula for the calculation of the checksum is reportedly related to the formula
for the calculation of the Hungarian national identification number. An overview of the origins of the
Estonian national identification number can be found in the relevant Wikipedia article [65].

The Hungarian formula for the calculation of the national identification number checksum contains a
methodological calculation error which prevents it from correcting various single-digit input errors
[66]. Information about a similar error of Yugoslavian origin can be found in other languages [67] but
information about the presence of a similar error in the Estonian national identification number can
only be found in Estonian [65].

Many EU member states do not use national identification numbers for historical reasons. A typical
example of this is Hungary [68] where ‘The Constitutional Court decided in 1991: "A general, uniform
personal identification code which may be used without restriction (i.e. a personal number)
distributed to every citizen and to every resident of the country based on an identical principle is
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unconstitutional™ [69]. The key factor leading to this conclusion was the possibility afforded by the
national identification number to efficiently aggregate data about a specific citizen from different
databanks without the citizen ever learning about it.

33 years later, this verdict can be challenge from three different perspectives:

e« Most countries use a VAT number, SSN, or other identifier that has a similar effect on
aggregation;

o The global security situation has changed and the importance of accurate personal
identification has increased;

« No technical solution for the monitoring and prevention of data aggregation existed in 1991.
In present-day Estonia, both can be done through the X-tee Data Tracker service [70], and the
relevant privacy risks can thus be effectively and efficiently mitigated. Estonian courts have
reviewed a number of cases where the plaintiff has contested access to their data in public
registries.

2.1.5 Privacy of the national identification number

The privacy requirement of the national identification number is equivalent to the data processing
requirement. A functioning e-state requires that transaction parties be uniquely identifiable;
otherwise, the window of opportunity would be open for fraud, scams, and property crime.

The national identification number can be considered personal data under Article 4 of the GDPR [31],
and Article 87 explicitly concerns the processing of a ‘national identification number’. Personal data
fall under Article 6(1)(e) of the GDPR, which states that personal data can be processed ‘for the
performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller’, or, in the case of relationships governed by private law, Article 6(1)(f).

The national identification number is not listed in Article 9(1) of the GDPR, meaning that it does not
fall under special categories of personal data. This means, for example, that if the national
identification number is being processed by a private service provider using national registries, the
service provider must follow the general provisions of the GDPR and the processing must have a legal
basis.

2.2 elD means

An elD means is used for the storage of cryptographic keys necessary for the use of elD and allows
these keys to be used materially. The sections below describe the elD means used in the Estonian elD
ecosystem. More details can be found in Appendix B.1, Table B.1.

2.2.1 ID-card®

The ID-card stores private keys on the chip, while authentication and digital signature functions have
been implemented in the form of a special program (applet) loaded on the card. Using the ID-card

6 The IDterm is used here in the broader sense (i.e. a platform): a state-issued ID-1 format identity document providing authentication and digital
signature creations functionalities (identity card, digital identity card (Digi-ID), e-resident’s digital identity card, diplomatic identity card). See the
explanation of the term in Section 1.2.1.
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requires a computer with a smart card reader. The ID-card can also be used for the creation of digital
signatures using the RIA DigiDoc mobile app, either via a standalone smart card reader or NFC. In
addition to authentication and digital signature creation, the ID-card can also be used for the
decryption of files saved in CDOC cryptographic containers.

2.2.2 Mobile-ID

Mobile-ID supports authentication and digital signature creation functions. Mobile-ID private keys are
stored on a mobile phone SIM card. No peripherals, such as a smart card reader, are required for using
Mobile-ID. A smartphone is also not strictly necessary: an ordinary push-button mobile phone can be
used for authentication and signature creation.

Regarding the security aspects of Mobile-ID, it must be taken into account that it was initially designed
to enable a (not yet smart) phone to interoperate with a secure web session initiated from an ordinary
PC. The ability for a user to initiate a session from the same device which they use to confirm the
transaction verification code only appeared much later, with the proliferation of smart devices.

2.2.3 Smart-ID

Smart-ID is a combination of a smart device and a central service which together provide
authentication and digital signature creation functions. One notable difference compared to the ID-
card and Mobile-ID is that Smart-ID’s private keys are not stored in one place but are split between
two parties (smart device and server), and they are never combined in one place, increasing their
security. Unlike Mobile-ID, no additional device such as a smart card reader is required for using
Smart-ID. The technical aspects of the Smart-ID architecture are discussed on the Smart-ID blog [74].

2.3 Contents of the elD means

Figure 1 illustrates the key elements of an elD means, using the ID-card as an example. The actual
means may contain more elements, such as previous keys, platform-specific keys, owner’s technical
keys for the addition of personal certificates, etc. The means may also contain fewer elements.
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Figure 1. Key elements of an elD means on the example of the ID-card

2.4 Relationships between elD means

For security reasons, it is recommended that a person simultaneously have multiple elD means of
different types. This enables them to carry on living a normal electronic life even if one of the elD
means has expired, is not functioning properly, or its security is temporarily compromised (see, e.g.
the ROCA 2017 incident”).

In certain cases, an elD means can be registered in an electronic environment on the basis of another
valid elD means. This simplifies the registration process, as the user does not need to visit a service
office. For example, the user can sign up for a Smart-ID account in an electronic environment using
their ID-card.

2.5 Certificates

In the Estonian elD ecosystem, certificates have always been treated as pairs. In other words, each
elD means always contains two paired certificates: one for authentication and the other for digital
signature creation. The certificates are also managed as a pair, meaning that certificates cannot be

7 ROCA (Return of Coppersmith’s Attack) is a cryptographic vulnerability which allows deriving the private key of a key pair generated by a vulnerable
device from the device’s public key. The vulnerability was made publicin 2017 by an international investigative team working at the Masaryk University.
On 30 August 2017, a member of the investigative team informed Estonia of the vulnerability of ID-cards to the ROCA attack. To ensure the security of
ID-cards, RIA decided to replace the existing RSA cryptosystem-based certificates with elliptic curve cryptography (ECC) based certificates. The issuance
of ID-cards with the new certificates began on 25 October 2017; the testing of remote certificate updates also began on the same day. On 30 October,
the international investigative team publicised the discovered vulnerability. On 3 November, the certificates of vulnerable ID-cards were blocked; for
the continued electronic use of the card, the blocked certificate had to be updated over the Internet or at a PBGB office. The blocked certificates lost
their validity on 1 April 2018 [83].
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renewed or revoked individually: these operations always involve both certificates. Starting from
2007, ID-cards are valid as identity documents for five years and their certificates are also valid for
five years [71].

Meanwhile, in some European countries, authentication can be carried out using one certificate on
one means while digital signature creation uses another certificate on another means. In Estonia, this
is currently not feasible, as the workflow of essentially all electronic services limits digital signature
creation to the second certificate found on the same elD means. Such architectural choices are unique
to each country.

Using more than one certificate is also useful for reducing fraud. If login authentication and digitally
signing a document are clearly distinguished for the user, then capturing two different types of PIN
codes and displaying fake operations to the user utilising a man-in-the-middle attack becomes more
algorithmically complex and less convincing to the user than when only a single universal (usable for
both authentication and signature creation) key pair and PIN code are used.
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3 Fields and responsibilities

This section covers the main domains of the Estonian elD ecosystem and the institutions curating
these. The distribution of roles may change over time. The distribution of roles is periodically
reviewed in collaboration between two ministries — the Ministry of the Interior and the Ministry of
Justice and Digital Affairs — and the two key institutions — the Police and Border Guard Board (PBGB)
and the Information System Authority (RIA), and their roles can be realigned within the bounds of
their jurisdiction as needed. Figure 2 (adapted from [30]) provides an overview of the key roles within
the Estonian elD ecosystem described in this section.

Ministries shaping the elD ecosystem

Ministry of Justice Ministry of the
and Digital Affairs Intericr

Manufacturer of elD means SMIT
blank devices for personalisation Development and administration of|

elD means provider information systems

Trust service providers
Issuance and administration of certificates
Publication of valid certificates (LDAP)
Publication of certificates statuses (OCSP. CRL)
Provision of time stamping service

Information System Authority
elD competence center
Coordination of the elD domain
Provision of elD sofiware and services

Police and Border Guard Board
Issuance of identity cards (including
ones usable as elD means)

Ministry of Foreign Affairs
Issuance of diplomatic identity cards

Diplomatic identity card

Private sector elD means providers
SK ID Solutions - Smart-ID issuance

ID-card (as identity card),

residence permit card, Smart-ID

e-resident's digital identity
card, mobile-ID

elD means issuers ]

E-services providers
Using elD means to

authenticate users or ask
user's to create digital
T User signatures

Digital signature creation solutions
offered by the state
Solutions for using elD means to creat
and validate digital signatures and
encryptidecrypt data

Figure 2. Key roles within the Estonian elD ecosystem (adapted from [30]).

The technology (including software) and systems required for the performance of the PBGB’s
functions are developed and maintained by the IT and Development Centre of the Ministry of the
Interior ((SMIT, www.smit.ee).

3.1 Ministry of the Interior

The role of the Ministry of the Interior in the elD ecosystem is to develop procedures for the administration
of identity, policies for the issuance of identity documents for both Estonian citizens and foreign nationals, as
well as to steer and coordinate the work of relevant government agencies.

3.2 Ministry of Justice and Digital Affairs

The Ministry of Justice and Digital affairs organises, promotes, and coordinates the digital development of the
public sector, coordinates the development of public services and information systems, and organises the
development of national digital solutions and the provision of shared information technology services.
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3.3 Ministry of Foreign Affairs

In the context of the elD ecosystem, the role of the Ministry of Foreign Affairs is to issue, deliver, and revoke
diplomatic identity cards. Foreign missions can also accept applications for and issue some other national elD
means.

3.4 Private sector elD means providers

The Estonian elD ecosystem currently includes one elD means provided by a private company: Smart-
ID, which is provided and administered by SK ID Solutions. The Mobile-ID service is also provided by
SK ID Solutions, but the service is procured by the state and the Police and Border Guard Board, with
the latter serving as the statutory owner of the service.

3.5 Estonian Information System Authority

The functions of the Information System Authority (RIA) are regulated by its statutes [60]. RIA is a
government agency consisting of a number of departments focusing on different fields. In the context
of the elD ecosystem, RIA’s role is to act as a competence centre responsible for formulating visions
and strategies for the development of the elD field, as well as to advocate for and shape the positions
of the elD field in Estonia. RIA’s roles in the elD ecosystem are as follows:

In the sphere of the state information system:

« Coordinates the development of authentication, digital signature creation, and encryption
software, and the Internet-based authentication and digital signature creation system,
including:

- Coordination of the long-term evolution of the entire elD field with the involvement of
various institutions;

- Maintenance of the id.ee portal;

- Development of software components used in the elD ecosystem, such as:

Development of the DigiDoc4 desktop application;

Development of the RIA DigiDoc application for smart devices;

Development of the Web elD web-based authentication and signature creation
solution;

Development of libraries, such as digidoc4j and libdigidocpp;

etc.

- Maintenance of various services provided to public-sector institutions that are critical for
the operation of the Estonian elD ecosystem, as well as servers hosting these services,
including:

Authentication services (TARA, state SSO service);
SiGa digital signature creation service;
SiVa digital signature validation service;
timestamping service intermediation;
Web elD solution (web-based authentication and digital signature creation);
Customer support (including by phone);
e Procurements.

In the sphere of cybersecurity:

Estonian electronic identity ecosystem 1.0

22 /66



D-25-48

Organisation of the protection of critical information infrastructure (CIIP);

Carries out administrative and state supervision (including supervision over the Estonian elD
ecosystem in accordance with legislation. Enforces administrative procedures and handles
misdemeanours.

RIA also organises various awareness-raising campaigns and trainings in different spheres, including
elD ecosystem-related areas.

3.5.1 Cybersecurity Centre

The RIA Cybersecurity Centre is responsible for cybersecurity, one of RIA’s two core areas of activity.
The following departments of the Cybersecurity Centre deal with issues related to the Estonian elD

ecosystem:

Incident Response Department (including CERT-EE) which is responsible for identifying and
resolving security problems and cyberattacks, including in the Estonian elD ecosystem;

Information Security Standards Department, the responsibilities of which include
preparation of the Estonian information security standard (E-ITS), including modules covering
different aspects of elD (published: SYS.EE.1 and APP.EE.1 (X-tee), in preparation: SYS.EE.2
(electronic identity));

Supervision Department, which monitors the compliance of services with standards and
statutory requirements; in the case of elD, compliance with the Cybersecurity Act, Electronic
Identification and Trust Services for Electronic Transactions Act, E-ITS, etc. The department
can initiate misdemeanour proceedings. The department’s responsibilities include:
- Maintenance of the trusted list;
Maintenance of the related TSL (Trust Service Status List) e-service;

- Adds trust services to the trusted list;

Removes trust services from the trusted list;

Performs other obligations arising from the eIDAS Regulation;

Analysis and Prevention Department, the responsibilities of which include the collection and
systematisation of threat description feeds and tech news, including in the field of

cryptography.

3.6 Police and Border Guard Board

Identity issues used to be the responsibility of the Citizenship and Migration Board which became a
department of the Police and Border Guard Board in 2010.
The roles and responsibilities of the PBGB in the Estonian elD ecosystem are:

Issuance of identity documents (including documents that can be used as elD means);
Development of identity documents, signing contracts with service providers;
Procurement (in cooperation with RIA).
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3.7 IT and Development Centre of the Ministry of the Interior (SMIT)

The IT and Development Centre of the Ministry of the Interior (SMIT, www.smit.ee) develops and
maintains the technology (including software) and systems required for the performance of the
PBGB’s functions. This also includes the development and maintenance of the systems required for
identity management and the issuance and management of identity documents.

3.8 Trust service providers

In the context of the Estonian elD ecosystem, a trust service provider (TSP) is an organisation
responsible for the management and storage of personal certificates related to the elD ecosystem.
Other examples of trust services also include timestamping services. A number of services in Estonia
are divided between the controller (in most cases, PBGB) and the processor. The immediate service
provider in these situations is the processor. The next two subsections present an overview of the key
trust service providers operating in the Estonian elD ecosystem that are either registered in the
Estonian trusted list (SK ID Solutions AS) or will be added to the list in the near future (Zetes Estonia
ou).

3.8.1 SKID Solutions AS

For a long time, a single Estonian company provided trust services as a core business: this was SK ID
Solutions AS (formerly known as AS Sertifitseerimiskeskus). The same company maintains the
certificates of all elD means currently in use (ID-card, Mobile-ID, Smart-ID).

AS Sertifitseerimiskeskus was founded by a group of banks and telcos on 14 December 2001 when
the Minister of the Interior and the head of AS Sertifitseerimiskeskus signed an agreement under
which Sertifitseerimiskeskus began to provide certification services to the Ministry in accordance with
the Digital Signatures Act.

SK ID Solutions provides the following services to Estonian elD ecosystem participants:
« Issuance of qualified signature creation certificates;
« Issuance of authentication certificates;
o Electronic timestamping service;
« Provision of access to the registry of certificates associated with ID-cards via LDAP;
« Responding to electronic queries about certificate validity (OCSP/CRL);
« Deactivation or revocation of certificates, if necessary.

SK ID Solutions is the owner, developer, issuer, and service provider of the Smart-ID elD means. SK ID
Solutions issues e-seal certificates to companies and agencies. SK ID Solutions also maintains the
Mobile-ID scheme. SK ID Solutions is categorised as a vital service provider (Emergency act, Section
36(1)(8)).

3.8.2 Zetes Estonia OU

Zetes Estonia OU will be added to the Estonian trusted list in the near future as a qualified trust service
provider. Starting from the end of 2025, the company will provide qualified certification service for
new ID-cards, residence permits, E-resident’s digital IDs, and diplomatic IDs, which will also include
the issuance of qualified certificates.
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3.9 Other ecosystem participants

3.9.1 Device manufacturers and personalisers

Device manufacturers produce blank devices (e.g. ID-cards, SIM cards) which are later personalised.
The following companies are currently involved in the personalisation of Estonian ID-card documents:
IDEMIA, Thales, Hansab, and HID. The manufacturer and personaliser of the first ID-cards was TRUB
(later Gemalto) which operated in the Estonian elD market until 2020. Mobile-ID SIM cards are
personalised by the issuer (specific telecom provider). Smart-ID, being a virtual means, does not
require separate preparation or personalisation, as this is done during the registration of a Smart-ID
account.

3.9.2 Issuers of elD means

Issuing an elD means denotes the act of handing the means over to the user. ID-cards are issued at
PBGB service offices or Estonian foreign missions. Over the past few years, the PBGB has tried to
reduce the workload of its service offices; this has led to the conclusion of agreements with third
parties, i.e. external service providers, for the collection of ID-cards (in the narrow sense). Under an
administrative contract with Hansab, ID-1 format documents can currently be collected at Selver
stores [61]. In the past, certain elD means could be collected at the branches of major banks.

Mobile-ID means are issued by telecom providers. Since a SIM card is linked to a specific telecom
provider, each company only issues its own SIM cards. Currently, three telecom companies in Estonia
issue Mobile-ID identity documents:

o Telia Eesti AS

o Elisa Eesti AS

o Tele2 Eesti AS

Unlike the ID-card or a Mobile-ID SIM card, Smart-ID does not require handing a physical object over
to the user. An elD means is issued as a part of the procedure of signing up for a Smart-ID account.
Users can sign up for an account either using one of the digital channels offered by SK ID Solutions or
at one of the company’s partners (selected bank branch offices).

3.9.3 User

Secure operation of the Estonian elD ecosystem is only possible with a security-aware user, who

« Does not give their identity carrier to anyone and does not leave it unmonitored;

e Inthe case of identity carrier theft or loss, calls the SK ID Solutions help line and deactivates
the certificates;

« Keepsthe PIN codes confidential as required by the terms of use of the elD means certificates;

e Ensures the continued security of their computer or smart device and installs available
security updates;

« Avoids risky behaviour in the cyberspace;

o Is aware of fraud schemes and does not fall for them;

« Immediately reports any cyber incidents to the issuer of the elD means, the RIA Incident
Response Department (CERT-EE), and, in the case of any material damage, to the Police.

Table C.1 lists three requirements for users: R-U-01, R-U-02, and R-U-03.
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Documentation assisting the user can be found on the id.ee website or the website of the owner of
the elD means. The RIA Analysis and Prevention Department organises regular public awareness
campaigns on cyber threats.

3.9.4 E-service providers

Ecosystem participants also include public institutions and private companies that use elD means for
the authentication of users on their information systems or for the creation of digital signatures. Such
participants are also called relying parties (RP). Notably, the number of such E-service providers in
Estonia is very high and they typically support all elD means available in the ecosystem. This means
that the needs of e-service providers are taken good account of in the evolution and shaping of the
ecosystem and this must also hold true in the future.
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4 Estonian elD ecosystem services

This section provides an account of Estonian elD ecosystem services. Note that the section only covers
services specifically related to e-identity and excludes e-society services (e-banking, e-health, e-
education, e-governance, etc.) which can be securely used with elD.

There is no need to provide a separate list of the services enabled by elD; indeed, no such list or
registry exists in Estonia. This approach is unique compared to other countries where the creation of
an e-service may require a permit or registration. The only requirements for e-services in Estonia are
compliance with technical norms and correct interfacing with the ecosystem.

This section covers end user operations (also known as end user services) available in the Estonian
elD ecosystem and the relationships of these actions to the technical and regulation-compliant
universal elD services. As such, the section seeks to provide a sufficient level of detail and a
terminological basis for the discussion of the integration of the elD system in Section 5.

The analysis of elD standards published by ENISA [12] provides a classification of elD ecosystem
services which we have followed as closely as possible in our description. Due to the differences
between the ENISA DIS approach and the Estonian tradition, certain services can be classified in more
than one way.

Services enabled by the Estonian elD ecosystem can be divided into two:
o Core services (Section 4.1), which include:
(4.1.1) elementary end-user operations (authentication, digital signature creation, etc.);
(4.1.2) Integrated and marketed universal services (TSL, PKI/LDAP, certificate validity
verification service) which the end-user software interfaces with;
(4.1.3) Interoperability services (TARA, SSO, eeid, jne);
« Suppporting services (4.2) — e.g. timestamping service.

We further supplement the terminology with the category of support functions (30).

4.1 Core services

The core services of the Estonian elD ecosystem can be divided into:
« Elementary end-user operations (authentication, digital signature creation);
« Integrated and marketed universal services (TSL, PKI/LDAP, certificate validity verification);
« Interoperability services (identity brokering, eIDAS Node, TARA, eeid, SSO).

4.1.1 End-user services

Elementary end-user operations (use cases), which can also be considered as value services, are as
follows:

1. Authenticate — typically involves logging into a website, mobile app, or other environment.
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2. Sign — generally either on the user’s personal computer or mobile device. Digital signatures
can also be created e.g. in document management environments or service provider
environments that prepare the container to be signed and add the signature returned by the
user's elD means.

3. Signature validation — ENISA DIS discusses the supporting service enabling this operation but
does not refer to any use cases. In addition to the technical side, digital signatures also have a
legal side: what is the legal significance of the existence of a digital signature in the specific
context?

4. Signature augmentation — ENISA DIS classifies this as a supporting service preservation
service. No such service currently exists in Estonia; in the past, this function was fulfilled by
the freeware stamping application TeRa®.

5. Encrypt/decrypt — performed either using DigiDoc4 desktop software or the RIA DigiDoc
mobile application, and requires the use of the ID-card (Mobile-ID and Smart-ID support will
be added in the near future). These applications can be used to create and open encrypted
CDOC containers to enable the transmission of confidential files from the sender to the
receiver. The receiver’s identity is determined using e.g. the public key of the ID-card
authentication key pair or the receiver’s national identification number. The use of encrypted
containers tied to elD means is a common and widespread practice in Estonia. Elsewhere in
the world, meanwhile, encryption and decryption services are rarely a part of an elD
ecosystem; as a result, the service is also not described in ENISA DIS.

6. Deactivation and revocation of certificates (e.g. In the case of theft or change of device user)
— while the deactivation and subsequent reactivation of certificates tied to certain elD means
(e.g. ID-card) is technically feasible at present, security considerations could potentially
motivate the relevant authorities to decide that valid certificates activated by the user should
not be reactivated after deactivation.

7. Activation required by specific devices/means is also classed as a service/operation from our
present perspective.

8. Technical support — preferably provided over phone or e-mail.

9. The use of elD means as a loyalty card is extremely specific to the Estonian context [75]. For
this purpose, personal data, rather than the certificates, are read from the card.

10. Use in electronic voting. Whether this use case is considered separately from normal
authentication and digital signature creation, is a matter of perspective. We recommend to
treat them as separate use cases, given that electronic voting uses a completely different suite
of client software and the operation in question has a much more fundamental place in a
democratic society than the everyday use of electronic identity.

11. Updates for software servicing the ecosystem (card reader drivers, DigiDoc, browser plugins).

4.1.2 Interfaced and marketed universal service

Universal services are extremely narrow services offering a single function that forms the basis for
user actions. Connections to universal services are established by specific software programs for the
performance of specific user actions.

Universal services include:

8Rather than renewing the signature found inside the container, TeRa added a new signature to the container.
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Administration and publication of TSLs or trusted lists. These include, for example, the
Estonian  trusted list (https://sr.riik.ee/en/trusted-list/) and EU trusted lists
(https://eidas.ec.europa.eu/efda/trust-services/browse/eidas/tls);
LDAP service for certificate search. This service is used e.g. in the process of creating a CDOC
container to display the list of people who can decrypt this specific container using their elD
means;
Certificate validity verification service, which is provided in two forms:

Responding to OCSP queries;

(In the case of certain specific elD means) serving a certificate revocation list (CRL).

Interoperability service

Interoperability services are regulated by the EU Single Digital Gateway Regulation, SDGR [76]. Article
14 of the Regulation states that data collection should follow the ‘once-only’ principle —implemented
in the Estonian X-tee system as early as in 2004. The elDAS electronic identification and trust services
regulation mandates for cross-border cross-authentication and requires each country to establish an
‘eIDAS Node’ for automatic information exchange upon login.

The following cross-authentication environments are available in Estonia:

elDAS-Node:

Identification of Estonian residents in EU portals;

Identification of EL (or, in some rare cases, third-country) residents in Estonian portals;
- The two functions listed above are implemented via TARA;
TARA/GovSSO - login layer between means and services. Services can also use TARA and
GovSSO via the OpenlD Connect protocol [77];
Private sector solutions — other solutions developed by private-sector enterprises, such as
eeid, elD Easy, Dokobit, etc.

4.2 Supporting services

The following services can be classified as supporting services in the sense of ENISA DIS (see Section

2.1).

Timestamping service. A timestamp proves that something (certificate, digital signature) was
created before a specific point in time.

Signature validation service. In Estonia, technical validation of digital signatures is enabled by
the SiVa validation service provided by RIA. The concept of central validation service as set
out in eIDAS is, however, much broader and SiVa is not listed as a qualified (or non-qualified)
electronic signature validation service in the EU trusted list.

Preservation service. Enables ensuring the validity of the signature (e.g. in the case of a long-
term loan agreement) even in situations where the security of any of the cryptographic
primitives (finite set of cryptographic algorithms with a specific purpose, such as a hash
algorithm or a signature function) has deteriorated or the past validity of the key pair used for
the signature can no longer be determined unanimously. No preservation service is currently
provided in Estonia. The signature augmentation solution (TeRa) previously used in Estonia
should be viewed as a standalone application or a one-time action, since it worked without a
central service.
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Signature creation service. Several methods exist for digital signature creation, but in cases
where the signature creation service is provided over the Internet, it is sensible to form the
container on the server itself. Various operations with the container — such as formatting and
adding attributes — can be carried out before the document receives the user's final signature.

4.3 Support functions

Various support functions also exist that cannot be considered intentional/conscious user actions but
are still required for high-quality results.

Such support functions include:

Acquiring LoTL and TSL upon launching the DigiDoc application;

Certificate chain verification;

Software configuration management —in case the user software is out of date the user will be
made to update the application;

Balancing network usage upon acquiring a new version of the standard software.

In these situations, the DigiDoc application communicates with the universal services and support
servers without the user’s involvement.
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5 Use cases and integration of e-identity

The two main value services of e-identity are authentication and digital signature creation. This
section covers the basics of the more important use cases of e-identity and reviews how they are
integrated into the back-end services ensuring the operation of the Estonian elD ecosystem. The
section describes practical integration between end-user operations (use cases) and the universal
services of the Estonian elD ecosystem. The most extensive examples discussed here relate to the
creation of digital signatures and the validation of created signatures; this use case is the most
complex one from the perspective of normative requirements and technical norms.

For the implementation of elD services, RIA along with its partners has created a standard elD
software suite for both server and user sides. The overall architecture of the elD software is described
in [78].

5.1 Authentication

Authentication means the verification of the (claimed) identity of the user either on the system itself
or with the help of an external system.

Estonian information systems generally use solutions based on any of the available eID means. Three
e-identification schemes are currently used in Estonia: ID-card, Mobile-ID, and Smart-ID. ID-card and
Mobile-ID are classified as ‘notified’®. Smart-ID is not a ‘notified’ scheme but it has been 'evaluated’
for national use, which means that an expert group formed by RIA found that based on the
methodology described in the elDAS Regulation, Smart-IDs issued to persons with Estonian national
identification numbers meets the criteria of ‘high’ assurance level for electronic identification [84].

In the context of web technology, technical verification of identity denotes an operation whereby the
user is required to sign session data (including a random nonce?) transmitted by the server using a
private key found on their elID means and return the signature and authentication certificate. The
server then verifies the validity of the certificate (e.g. over OCSP) and whether it has been issued by
a trusted certification authority. The server then uses the public key found in the certificate to verify
the validity of the submitted cryptographic signature and whether it has been created for the data
transmitted by the server. If all the verification steps are passed then the user participating in the
session can be assumed to have control over their elD means and the user identity presented as a
part of the certificate can be considered verified. The authentication solution described above can
also be characterised as an external authentication vector from the information system’s
perspective.

The authentication normative [1] (Section 5 (1)) sets out two main requirements for public sector
information systems. First, an authentication module should not be built in-house; relevant RIA
libraries should be used for this purpose. Second, the authentication module should be isolated from

9 Both are elDAS terms: the schemes have been notified to the European Commission. See Part 2 of the eIDAS Regulation for more details on
identification schemes and notification requirements.
10 A single-use number, generally random or pseudo-random.
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the information system. This is a major difference compared to systems not using the possibilities
afforded by elD, as the latter need to keep local account of persons, their identities and identity
carriers or usernames and passwords (credentials), which increases the complexity of the system.

Authentication can be carried out either directly by the information system offering an electronic
service or via other ‘middlemen’, such as authentication services (TARA, GovSSQO). The e-service
provider is frequently also called the relying party (RP).

Authentication operations are covered in more detail in Section 3 of the RIA report SPOF2.1.
Autentimisprotokollistikud [77].

5.2 Digital signature creation

The signature scheme generally used in Estonia conforms to the requirements for a qualified
electronic signature (QES) as defined in elDAS. The Electronic Identification and Trust Services for
Electronic Transactions Act equates a ‘digital signature’ with a QES. At the same time, elDAS defines
electronic signing as the provision of any of the four levels of e-signature defined in the Regulation.

As an operation, digital signature creation is more complex than authentication due to the variability
of implementation details and e.g. data formats. First, eIDAS defines levels of assurance for electronic
signatures (QES, AdES/QC, AdES, other; see Appendix A.2) and technical standards describes various
parameters of the signatures. The following elements need to be taken into consideration:

o Signature formats (XAdES, CAdES, PAdES, see Appendix B.3)

o LoA of certificate used for signing (qualified, other)

» Container types (AsiC-S, ASiC-E, PDF, no container)

» Validation material profiles (Basic, Timestamped, Long-Term, Long-Term Archival)

In addition to international standards, national solutions may also be in use. In the case of Estonia,
these have included the ddoc and bdoc signature formats. Signatures created in these formats can
only be validated; no new signatures can be created in these formats [79].

For legal reasons, certificates issued to natural persons are distinguished from those issued to legal
persons. Even though the two can be very similar at the technical level, an electronic signature
created by a legal person is called an e-Seal in the EU.

Figure 3 provides a visual overview of the various elements related to electronic signatures and the
choices that can be made in each category.
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Figure 3. Main elements of electronic signatures

Another important category to consider is the signature’s validation material profile. Figure 4 is an
illustration of a basic signature, the main advantage of which is its simplicity and main disadvantage,
the use of an unprotected timestamp (i.e. signature creation time cannot be determined).

Basic Signature
Signer's Signed attributes , : ,
Document or Signature | Unsigned :
SD Signing Certificate Value : attributes |
representation : ;

Figure 4. Basic signature!

Figure 5 illustrates a signature with long-term validation material. The first timestamp is the signature
timestamp. The dotted areas correspond to gradual increases in signature complexity (levels: Basic
(B), timestamped (T), long time (LT), long time archival (LTA)). Taken as a whole, the Figure depicts an
LTA signature that has been augmented at the LTA level —this might be required due to e.g. a reduction

11 Adapted from ETSI EN 319 102-1 [35].
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in the security level of a cryptographic primitive. The long-term preservation of a signature may
require repeated augmentation. The practical aspects of augmentation are not discussed here, as the
operation is not provided as a service in the Estonian elD ecosystem.

Signature providing Long Term Availability and Integrity of Validation Material
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Figure 5. Gradual increase in signature and validation material complexity'?

5.2.1 Digital signature creation

Figure 6, adapted from the standard ETSI EN 319 102-1 [35], describes the process of signature
creation. As indicated in the figure, the owner of the elD means will only need to intervene in the
process in the very last stage of signature creation. This allows preparing the signature container in
advance. In case e.g. a transaction is being signed in an online service, the container will naturally be
prepared on the server.

12 Adapted from ETSI EN 319 102-1.
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Figure 6. Signature creation®3

Current Estonian national digital signature creation tools (DigiDoc4, RIA DigiDoc mobile app, digidoc4j
and libdigidocpp libraries, and the SiGa service) create electronic signatures (digital signature, or
qualified electronic signatures as defined in elDAS) structured as shown in Figure 7. Green colour
indicates the parameter values of a newly-created digital signature. Signatures in older formats (e.g.
BDOC) required for the operation of legacy systems can still be validated if necessary, but no new
signatures in such formats can be created.

13 Adapted from ETSI EN 319 102-1.
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Figure 7. Default parameters of digital signatures created in Estonia

A detailed description of the creation of digital signatures in the Estonian elD ecosystem can be found
in Appendix B.2.

5.2.2 Digital signature validation

Requirements for the validation of electronic signatures are set out in the eIDAS Regulation [5].
Requirements for the validation of a qualified electronic signature (such as an Estonian digital
signature) are set out in Article 32 of the Regulation. An advanced electronic signature must meet the
requirements set out in Article 26 of the Regulation. A qualified certificate used for the creation of an
electronic signature (QES or AdES/QC level) must correspond to the requirements of Appendix | of
the elDAS Regulation. All this adds up to a rather complex set of rules for validation services.

Validation of digital signatures can be carried out using both software running on the user’s computer
and server-based solutions. Difficulties may arise from the abundance of signature formats and levels
of assurance available.
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In an ideal world, all methods of signature validation would provide the same result, but this might
not always be the case in practice. For example, commercial solutions can focus on a specific market
segment and ignore everything falling outside this segment. Likewise, services built in Estonia might
be reluctant to accept signatures appended to PDF files which are rarely used in Estonia but very
common in the rest of the world and can contain both low-level electronic signatures and qualified
electronic signatures.

The most important validation solutions available in Estonia are the central SiVa service and the tools
provided by the DigiDoc4 and RIA DigiDoc applications. In case of discrepancies, SiVa results take
precedence, as SiVa’s scope is much broader (also includes e.g. X-tee signatures) and the number of
recognised signature formats is much bigger. Indeed, both DigiDoc4 and RIA DigiDoc utilise the SiVa
service for the validation of certain signature formats.

Figure 8 provides an overview of the aspects of signatures recognised by the SiVa validation service.

44 O

\

§.
& @ §& >
& Q o &
i &s )
esidency o S 8 S .
o o 9
the certificate ¥ ¢ | Holder of the 5 Certificate
certificate § level
user S
8 5 N ) (} é
. A - ~ (?Q QqJ 6\?
S
¢ K:
Third country

e Norc> elDAS (EE): v
k - XAdES f
(timestamp) 3 Bdgc Other ASIC-E B LTA
’ cIDAS . | SRS
[ New Format (other): Container type evidential
| formats: - XAdES value profile
\ -JAdES - CAdES
\ - CBAdES - PAJES :
\ Legacy / 'PDF" ASIC-S il LT
X neighbours:
b - ddoc

‘ i - edoc /
\ - adoc /

Figure 8. SiVa validation possibilities

Aspects recognised and validated by SiVa in electronic signatures are highlighted in green. Aspects
not currently covered by SiVa due to lack of demand are shown in grey. Alongside qualified electronic
signatures/digital signatures, Ades/QC level signatures are also considered valid electronic signatures
in Estonia but since QES level signatures are the most prevalent, the validation of AJES/QC level
signatures may not always be possible (a legal, not a technical incompatibility).
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The capability of DigiDoc4 and RIA DigiDoc to identify various aspects of electronic signatures is
slightly more limited compared to SiVa.

5.3 Encryption

CDOC [80] is a transport encryption and preservation encryption solution specific to Estonia which
allows transmitting files added to a container encrypted by the sender to multiple receivers. The
solution utilises the existing elD ecosystem and the fact that receiver identity management is already
handled, all receivers possess the relevant elD means, and the asymmetric cryptographic keys found
on the eiD means can also be used for data decryption.

The encryption and decryption functionalities are integrated into the DigiDoc4 desktop application
and the RIA DigiDoc mobile application. This means encryption and decryption functionalities are
immediately available to all elD ecosystem users and they will not have to acquire additional software
for this purpose. The receiver of the containers does not have to take any special steps for the sender
to be able to transmit confidential files to them.

Cryptographic containers have the extension *.cdoc or *.cdoc2. Alongside the open-source DigiDoc4
and RIA DigiDoc applications, the open-source cdoc2-lib (https://github.com/open-eid/cdoc2-java-
ref-impl) and libcdoc (https://github.com/open-eid/libcdoc) Java and C++ libraries are also available
for processing CDOC containers.

In addition to the transmission of files from one user to another (transport encryption), the next
version of the CDOC solution will also include a file preservation functionality (preservation
encryption) using either an ordinary password or a symmetric cryptographic key. Containers
protected using transport encryption cannot be preserved long-term, as containers encrypted against
an old ID-card can no longer be opened after ID-card replacement or key renewal.

In technical terms, the files inside the container will be encrypted using a new symmetric key which,
in turn, is secured so that it can only be decrypted using a private key located on the receiver’s elD
means. In the case of several receivers or several elD means, the symmetric key will be encrypted
separately for each receiver or each elD means.

The CDOC solution currently works with ID-card and USB crypto tokens. Mobile-ID and Smart-ID
support for CDOC is currently in development. Since neither Mobile-ID nor Smart-ID supports the use
of cryptographic key establishment algorithms, the solution will not be able to use the encryption
scheme used by the ID-card. In the case of Mobile-ID and Smart-ID, the container's cryptographic key
(key capsule) will be transmitted via special transmission servers. The cryptographic container itself
will be transmitted from the sender to the receivers either over e-mail or other means.

There will be multiple transmission servers which will be administered by different organisations. The
key capsule required for the decryption of a transmitted container will be split into mathematically
independent shares and the sender will upload each share to a separate transmission server. Even if
an attacker should gain control over a single transmission server, they will be unable to open the
container by themselves because they will not be in possession of all the key shares. The receiver of
the container must download all the key shares from the transmission servers and combine the shares
into a functioning capsule. The receiver will be able to authenticate themselves for downloading the
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shares using an ID-card, Mobile-ID, or Smart-ID. They will then be able to decrypt the container and
gain access to the transmitted files.

CDOC's functionality is covered in more detail in [81] and [82].
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Appendix A Normative background of the elD
ecosystem

The normative background of the Estonian elD ecosystem is made up of legal acts (laws, regulations,
implementing acts, directives), and technical interoperability standards. It is important to note that a
technical standard may not be mandatory until the relevant requirement is set out in relevant law.
Standards are mandatory only to the extent and in the context set out in a specific legal act. Note,
though, that in some cases, standard compliance is assumed by default.

Figure A.1 illustrates the normative background of the Estonian elD ecosystem. Basic requirements
for both authentication and digital signature creation are set out in elDAS [5]. eiDAS implementing
acts (see Appendix B) also mandate that the structure of the ecosystem and the choice of technical
means should be guided by specific standards.

elD ecosystem normative background
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Figure A.1. Organisation of the Estonian elD ecosystem

A.1 Identity Documents Act

The Identity Documents Act [3] presents a list of identity documents issued under the Act. Table A.1
reflects the correspondences between the listed identity documents, the physical means used for
each, and their potential electronic contents. Even though Smart-ID is not among the documents
listed in the Identity Documents Act, it has been added to the table for reference. The table indicates
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that two of the three authentication and digital signature creation means used in Estonia is not tied
to any physical documents. Although the Estonian passport contains an electronic chip, it does not
function as an elD means.

Table A.1. Identity documents listed in the Identity Documents Act and their physical and digital (eiD
means) use cases

elD means
ID-cards | Other
. Usable as D-card i Digital E-resident’s : :
Identity document anelDd (as identity F{esnt‘!tencziI identity card digital iiﬁ;ﬂmi:ll::d MobilelD | SmartiD
(ITDS § 2) mean coamey | 2™ | iy identity card Y
1) Identity card
Yes
(ID-card)
12) Residence permit card Yes
1y ey ,
17 Dlglta! |51&ntlty card Yes
(digi-1D)
N - Mo - chip not
2) Estonian citizen's passport i
_ a Mo - chip not
DI IRTETE TIENITT suitable for elD
5 ) Alien's passport No - chip not
p po suitable for elD
&) Temporary fravel document | o~ co=snet
include a chip
7) Travel document for a No - does not
refugee include a chip |
4) Seafarer's discharge book | o -de==net
include a chip
8) Certificate of record of Mo - does not
service on ships include a chip
9), 10), 1), 12) | - ]

A.2 Regulation on electronic identification and trust services (eIDAS)

elDAS (electronic IDentification, Authentication and Trust Services)'* is the shorthand for the EU
regulation on electronic identification and trust services for electronic transactions [5] adopted on 23
July 2014. The Regulation was adopted because the EU member states were not complying with the
provisions of the relevant 1999 directive and were not developing electronic signature creation and
remote identification at the expected level. The form of a directly applicable regulation was used to
ensure the member states would not be able to ignore the adopted provisions. A significantly
amended and improved version of the elIDAS Regulation (also known as ‘eIDAS 2.0’) was adopted on
11 April 2024.

14 Occasionally also written with a full stop: elD.AS.
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elDAS defines four levels of electronic signatures:

e Other electronic signatures (e.g. of the type that some private companies

electronically signing agreements on the screen of a tablet computer)

o Advanced electronic signature (AdES)

« Advanced electronic signature based on a qualified certificate (AdES/QC)

o Qualified electronic signature (QES) — highest level
Figure A.2 presents a shell model of the levels of e-signatures. Both elDAS [5] and the Electronic
Identification and Trust Services for Electronic Transactions Act [6] equate a QES level signature with
a handwritten signature. Only the highest, QES level can be termed a digital signature; the three
others are all electronic signatures.

15 use for

In the context of authentication, eIDAS defines three levels of assurance (LoA%):

« Low (ISO/IEC 29115 LoA 2),

e Substantial (ISO/IEC 29115 LoA 3), and

« High (ISO/IEC 29115 LoA 4).
Solutions not meeting the criteria of any of these three levels are characterised as ‘Undefined’
(including ISO 29115 LoA 1). A 2022 survey [15] counted a total of 40 notified schemes in Europe: 25
of these met the criteria of LoA High, 20 met the criteria of LoA Substantial, and 12 schemes met the
criteria of LoA Low. ENISA DIS [12] correlates authentication requirements to the ISO/IEC 29115
standard.

5 Telia, delivery companies (e.g. DPD).
16 Note that different sources and different schools use this definition in different contexts.. The features discussed here are relevant to the
context of eIDAS/ISO 29115.
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QES — qualified electronic signature

Equalized with
handwritten signature
(elDAS, EUTS)

device (QSCO)

Created with qualified
signature creation
Created using qualified certificate
standard

Based on AdES electronic signature

AdES/QC - advanced electronic
signature, created using qualified
certificate

"H\ AdES - advanced signature /f"

\ Electronic signatures /
N (e-signatures) 4

Figure A.2. Shell model of e-signature levels of assurance

elDAS primarily focuses on electronic signature creation and covers authentication in less detail.
Provisions related to voluntary mutual cross-border recognition of e-signature creation means took
effect on 1 July 2016. Mandatory mutual cross-border recognition of authentication means took
effect on 18 September 2018 [16].

During the transition period, member states, including Estonia [14], were required to independently
evaluate and notify previously existing authentication schemes to the EU. An illustrative scheme
description can be found in [14]. The elDAS approach to electronic signature creation is completely
different and is based on numerous requirements and technical standards.

The EU publishes a central list of trusted lists (LotL) [17], which in turn lists national trust services and
national trust-service status lists JTSL). Issuers of signature certificates need to be listed in the LoTL
with a ‘valid’ status. Similar conditions apply to timestamping service providers: they also need to be
listed in the LoTL with a ‘valid’ status. The list can also be used to verify whether a trust service is
recognised as a qualified trust service.

The nine elDAS implementing acts set out electronic signature standards and policies for the provision
of trust services. Appendix B presents an overview of these implementing acts.
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A.2.1 Electronic Identification and Trust Services for Electronic Transactions Act

For the streamlined incorporation of the provisions of the eIDAS Regulation into Estonian law, the
Electronic Identification and Trust Services for Electronic Transactions Act [6] was adopted in October
2016. The Act reduplicates, but in some cases also clarifies the provisions of the Regulation. Thus,
Section 25 of the Act sets out the rules for the legal protection of older digital signatures, and Section
24 equates the already existing Estonian term ‘digiallkiri’ (digital signature) with the elDAS qualified
e-signature (QES).

A.3 Security of services

The security and sustainability of electronic services in Estonia is regulated by the Emergency Act and
the Cybersecurity Act, as well as the E-ITS Regulation. The Emergency Act presents a definition of vital
services and the Cybersecurity Act presents a definition of significant services. In real-world
situations, these terms must often be understood in the context of the dependence of certain
external information systems on trust services (e.g. e-services can require continuous access to an
authentication service), or in the context of X-tee (Estonian public sector data exchange layer) which
trust service providers inevitably need for connecting to state databases (e.g. Document Register,
Population Register).

The sections below discuss the legal acts that are designed to ensure the security of Estonian
(electronic) services and the mechanisms used for this.

A.3.1 Emergency Act

The Emergency Act [26] was significantly revised in 2017. Section 36 of the Act provides a list of vital
services which includes ‘digital identification and digital signing’ (Section 36 (1) 8)). Section 2 (5) of
the Act introduces the term ‘provider of vital service’ and lists some requirements for such
companies. Among other requirements, the provider of a vital service must prepare a risk assessment
and a plan for ensuring the continuity of the service. The service also must be organised in a manner
that would ensure its independence of information systems located in foreign countries.

Regulation of the Minister of Entrepreneurship and Information Technology on the description and
requirements for ensuring the continuity of digital identification and digital signing as a vital service
(2019) [59] directly links the concept of a vital service with the verification of identity and digital
signature creation.

A.3.2 NIS Directive

Directive No. 2016/1148 of the European Parliament and of the Council [27] (the NIS Directive)
caused Estonia to make some modifications to the existing system of vital service providers.
Provisions relevant to service providers were also added to the Cybersecurity Act.

The EU is currently in the process of developing a revised NIS Directive, also known as NIS2. The
changes introduced in NIS2 will most likely be incorporated into Estonian law via the Cybersecurity
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Act (See A.3.3 for more). It is currently unclear how any clarifications or further developments of the
provisions of the eIDAS Regulation set out in NIS2 will be incorporated into Estonian law.

A.3.3 Cybersecurity Act

The Cybersecurity Act [28] was adopted on 9 May 2018 to streamline the incorporation of the
provisions of the NIS Directive into Estonian law. Requirements to Estonian service providers are
currently thus regulated by two separate legal acts. The Cybersecurity Act defines the term ‘service
provider’ and presents a number of requirements for such providers. Among other things, a digital
service provider is required to prepare a system risk assessment, and manage cyber incidents
following the procedure set out in the Act. Section 7 (5) 1) of the Act makes reference to the Estonian
Information Security Standard (E-ITS), which contains requirements for information security
management

A.3.4 Estonian Information Security Standard (E-ITS) and the E-ITS Regulation

Estonian Information Security Standard (E-ITS) is based on the German BSI IT-Grundschutz baseline
security method. E-ITS was developed to be compliant with the requirements of EVS-EN ISO/IEC
27001. E-ITS compliance is mandatory for Estonian public sector organisations, and in some cases also
for private companies providing, intermediating, or hosting public services.

The 2023 version of E-ITS has been updated with the SYS.EE.2 module covering elD components
mandatory for the government and public sectors. In other words, the majority of integrators need
to ensure compliance with these requirements.

An overview of E-ITS requirements, including an unverified English translation of the standard, can be
found at eits.ria.ee.

The so-called E-ITS Regulation was adopted by Regulation No. 101 of the Government of the Republic
of 16 December 2022 [28] with reference to Section 7 (5) of the Cybersecurity Act and Section 3 (1)
of Regulation No. 121 of the Government of the Republic of 9 December 2022 on cybersecurity
requirements for network and information systems.
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Appendix B Technical background of the elD
ecosystem

Certificates used in the Estonian elD ecosystem fulfil the requirements of the eIDAS Regulation (see
Appendix B.3.2) and comply with the standards ISO/IEC 9594-8, ETSI EN 319 411, and ITU-T X.509.

A certificate contains the public key of the identity owner’s public key modified with specific
additional attributes and signed with the certification service provider’s private key.

B.1 elD means and their capabilities

Table B.1 lists and describes the elD means available in the Estonian elD ecosystem Elementary
services are described using the ENISA DIS ontology (see Section 2.1).
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Table B.1. elD means available in the Estonian elD ecosystem and their capabilities

ID-Card Residence Digital E-resident’s Sl
identit X identity card | digital identity | . . Mobile-1D Smart-ID
Category Feature ( y permit card . yu g v identity card
card) (digi-ID) card
Ecosystem Service owner /
L. . PBGB PBGB PBGB PBGB MFA PBGB SK
participants document issuer
Issuer PBGB, foreign | PBGB, foreign sk
missions, missions, . . .
external external _ PE%Gl'3, foreign MEA Telecom Elect'ronlcally,
. . missions company physically by
service service
. . partners
providers providers
Certificates SK SK SK SK SK SK SK
Support SK SK SK SK MFA SK SK
Usable as a
Capabilities, loyalty card YES YES NO NO NO NA NA
features,
conditions, - "
functions Number of copies
per type 1 1 1 1 1 (1 before | M
2022)
Preconditions for | Basic identity, | Basic ~identity, S Application, Accredited o 1 Basic identity, 2.
issue citizenship, EU | residence Basic identity background R Base identity
. . . diplomat Other
citizenship permit check
QSCD 1SO-7816 1SO-7816 ISO-7816 1SO-7816 1SO-7816 SiM  card + Virtual. Solitke
GP Javacard GP Javacard GP Javacard GP Javacard GP Javacard applet 4 v
Authentication /
digital signature | high/QES high/QES high/QES high/QES high/QES high/QES high/QES
level of assurance
ner’
oTE sphoto on YES YES NO NO YES NO NO
document
Can be used for
electronic voting | YES YES YES NO NO YES'® YES®®
if eligible to vote
Sustainable in a
10-year YES YES NO NO YES NO YES
perspective
Activation NO NO NO NO NO YES YES
End-user
Ao Authentication | YES YES YES YES YES YES YES
(services, Digi :
igital signature
. YES YES YES YES YES YES YES
Elementary creation
actions)
Signature TR - ’ ) e
. Does not presume participation in ecosystem. DigiDoc software, proprietary service, Docobit, SiVa, etc.
validation
Encryption . Next
(CDOC) YES YES YES YES VES Next  version | version of
of DigiDoc4 -
DigiDoc4
Certificate
. PBGB PBGB PBGB PBGB MFA PBGB SK
revocation
Software updates | YES* YES* YES* YES* YES* NO YES*

* In the case of the ID-card, residence permit card, digi-ID, and e-resident’s digital identity card,
software update means updating the applet stored on the card which can be done at a PBGB service
office (or, in the case of an emergency, also remotely). In the case of Smart-ID, a software update
means updating the application on the smart device.

E The issuing of digi-IDs ended on 1 May 2025. Digital identity cards issued before this date can be used until the end of validity date.

18 Mobile-ID can be used for electronic voting only in the context of a voting application launched on a PC.
19 Smart-ID can be used for electronic voting only in the context of a voting application launched on a PC.
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** The table does not cover service provider support. The table also does not cover the preservation
service listed in ENISA DIS, as no such service is provided in Estonia (for a while, signature
augmentation was possible using the freeware application TeRa).

Note: Each Smart-ID instance is tied to a specific device, not person. This makes Smart-ID compliant
with elDAS 2.0 and ENISA DIS.

B.1.1 Standards and manufacturers

The ID-card is based on a standard Global Platform [72] type Java smart card [73], the electrical part
of which is defined in ISO/IEC 7810. The latest version of the standard was published in 2019 and
amended in 2024. Relevant background material can be found in the ISO 7816 series of standards.

As mandated by ICAO and EU regulations, an electronic identity card used as an identity document
(e.g. Id-card, residence permit card) contains holder’s biometric data (photo, from 13 August 2021
fingerprints).

B.2 Technical means for digital signature creation

Support for the TLS transport layer security protocol is built into standard web servers and browsers.
In the case of ID-cards, some additional capabilities are provided by the TLS-CCA extension which
enables using the authentication key stored on the card for client authentication with a TLS
connection. In this case, the TLS layer is directly tied to the user’s identity. For more details, see the
analysis of authentication protocols in [77], Section 3.2.1. The Web elD solution can also be used for
web-based authentication and signature creation using an ID-card.

Elementary user actions can be performed in a variety of ways depending on whether the business
logic is implemented in a local application (DigiDoc4, RIA DigiDoc) or a server-based service. In the
case of multiple choices, the user can act as they see fit, as illustrated in Figure B.1.
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elD ecosystem
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applications '
(DigiDoc4, RIA DigiDoc)
N, A | 1
RFC 6960 SK:;OCSP
' ™y H service
Perform operations using H
a service served by a i

EU/RIA::TSL!
repository

Digital signing

RIA::Time-

. | E
S|g_natgre § server ) ; O RFC 3161 : stamp
validation | intermediary
RIA:: SiVa

-~ \ i
! ! REST : (signature

validation)

Figure B.1. Relationships between elementary user action and universal ecosystem services

Figure B.2 is deployment diagram illustrating digital signature creation in web services using different
elD means. A web service gives the user a choice between three elD means (ID-card, Mobile-ID,
Smart-ID) they can use for digitally signing a document or a transaction. In case the user chooses the
ID-card, the ID-card driver is applied and the last stage of digitally signing the document has takes
place locally, on the user’s PC.

In case the user chooses digital signature creation using a means stored on another device, the last
stage of digital signature creation respectively takes place either in the Smart-ID app or using the
mobile phone SIM card. The web service server selects the right channel and procedure for
communication. Another similar, but DigiDoc 4-centred deployment diagram can be found in {78]. All
three elD means require connection to an ecosystem back-end service.

It should be considered good practice to validate each digital signature immediately after creation
(using trustworthy software or service). This ensures that potentially deficient digital signatures are
not allowed into circulation.
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Figure B.2. Digital signature creation on the web using different elD means

B.3 Technical norms

B.3.1 elDAS implementing acts

The nine elDAS [5] implementing acts set out electronic signature standards and policies for the
provision of trust services. Thus, the focus of Regulation No. 2015/1502 [24] is on the description of
the assurance levels (low, substantial, and high) of ‘e-identification’ means. Table B.2 lists the
implementing acts of the eIDAS Regulation [5].

Table B.2. elDAS implementing acts: An overview

Implementing act = Contents Reference

2015/296 Procedural arrangements for cooperation between | [18]
Member States on electronic identification pursuant to
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2015/806
2015/1501

2015/1502%°

2015/1505

2015/1506

2015/1984

2016/650

Article 12 (7) of the elDAS Regulation

Specifications relating to the form of the EU trust mark
for qualified trust services (image and permitted use)
Interoperability framework pursuant to Article 12 (8) of
the eIDAS Regulation

Minimum technical specifications and procedures for
assurance levels for electronic identification means
pursuant to Article 8 (3) of the eIDAS Regulation
Technical specifications and formats relating to trusted
lists pursuant to Article 22 (5) of the eIDAS Regulation,
with reference to ETSI TS 119 612 v2.1.1

Specifications relating to formats of advanced
electronic signatures and advanced seals to be
recognised by public sector bodies pursuant to Articles
27 (5) and 37 (5) of the eIDAS Regulation
Circumstances, formats and procedures of notification
pursuant to Article 9 (5) of the eIDAS Regulation
Standards for the security assessment of qualified
signature and seal creation devices pursuant to Articles
30 (3) and 39 (2) of the eIDAS Regulation

B.3.2 Technical and organisational standards

(19]
(20]

[21]

[22]

(23]

[24]

[25]

D-25-48

ENISA DIS [12] presents a detailed discussion of standards and their role in the elD ecosystem. Figure

B.3 presents an overview of the main standards and their updates as at Oct/Nov 2023.

20 Regulation No. 2022/960 is omitted from the table, as it only related to the Czech language text of the Regulation No. 2015/1502.
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ETSI & CEN standards supporting eIDAS — overall map

Trust services:
TSP Audit J

Issuing certificates 1/ (Rev)
Time Stamping
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@
@
@ Attribute Attestations  (New)
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Figure B.3. ETSI & CEN standards supporting elDAS (source: ETSI)

Standards can be grouped based on what they regulate:
e Organisation of trust services
e E-signature formats, creation, and validation

e E-signature creation means
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ETSI___\
‘\.\ A

v

v

Using & interpreting trusted list

| Validation policy using trusted list J

[ Trust services for:
@ Registered eDelivery / eMail ‘/ (Upd)

© Long term preservation

| Interop tests

[~ Formats + Interop test:

© XAdES (XML) Rev)
© CAdES(CMS) Rev)
© PAdES (PDF) Upd)

(
5
@ ASIC (containers),/ (Upd)
(
(
(

© JADES JSON) Upd)
& cB-AdES (CBOR) New)
@ Signature suites J Upd)

- Hash

- Asymmetric crypto
- Key generation

- Lifetime

L@ Schema for algorithm catalogues J (New)
[ © standards framework 1/

@ Common definitions -/

L© Guides

Table B.3 presents an overview of technical standards for an eIDAS-compliant elD ecosystem. Note
that due to the complexity of legal procedures the text of the eIDAS Regulation still makes reference
to the versions of standards that were current at the time of the adoption of the Regulation, even
though some of the standards have been updated in the meantime and newer versions of them are

available.

Table B.3. Technical and organisational standards related to authentication, electronic signature

creation, and trust services

Standard Contents Relationship | Refer
to ence
implementin
g acts
ISO/IEC 15408 Evaluation Criteria for IT security, parts 1-3: | 2016/650 [32]
ISO/IEC 15408-1:2009, ISO/IEC 15408-2:2008,
ISO/IEC 15408-3:2008 (see also 2023 versions)

ISO/IEC 18045:2008 Information technology — Security techniques —  2016/650 [32]
Methodology for IT security evaluation (see also
2023 versions)

EN 419 211 Protection profiles for secure signature creation 2016/650 [32]
device, parts 1-6
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ISO/IEC 29115:2013

BSI TR-03110
ITU-T X.520

EN 319 102-1

TS 119 102-2

ETSI TS 102 853
ETSITS 119 612
EN 319 122-1

ETSI TS 103 1731
EN 319 132-1

ETSITS 103 171
EN 319 142-1

ETSITS 103 172
EN 319 162-1

ETSITS 103 174

EN 319 401

EN 319 403

EN 319 411-1

EN 319 411-2

EN 319 411-3

Information technology — Security techniques —
Entity authentication assurance framework
(forms the basis for one of the implementing
acts)

elDAS Token Specification

Recommendation regarding certificates: ISO/IEC
9594-6 standard, using ASN.1 syntax

Procedures for Creation and Validation of AdES
Digital Signatures (Part 1: Creation and
Validation)

Electronic Signatures and Infrastructures (ESI);
Procedures for Creation and Validation of

AdES Digital Signatures;

Part 2: Signature Validation Report

Signature validation procedures and policies
Trusted Lists

CAdES digital signatures (Part 1: Building blocks
and CAdES baseline signatures)

CAdES Baseline Profile (old version)

XAdES digital signatures (Part 1: Building blocks
and XAdES baseline signatures)

(XAdES Baseline Profile) (old version)

PAdES digital signatures (Part 1: Building blocks
and PAdES baseline signatures)

PAdES Baseline Profile (old version)

Associated Signature Containers (ASiC) (Part 1:
Building blocks and ASiC baseline containers)
ASiC Baseline Profile (old version)

General Policy Requirements for Trust Service
Providers

Trust Service Provider Conformity Assessment
(Requirements for conformity assessment bodies
assessing Trust Service Providers)

Policy and security requirements for Trust Service
Providers issuing certificates (Part 1: General
requirements)

Policy and security requirements for Trust Service
Providers  issuing  certificates (Part  2:
Requirements for trust service providers issuing
EU qualified certificates)

Policy and security requirements for Trust Service
Providers issuing certificates (Part 3: Policy

2Yellow highlighting signifies old versions of standards referenced in eIDAS.
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2015/1505
2015/1506

2015/1506
2015/1506

2015/1506
2015/1506

2015/1506
2015/1506

2015/1506
elDAS,
Articles 5 (1),
13 (2), 15

elDAS Article
24

elDAS Article
24
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[32]

[33]
[34]

[35]

[36]

[37]
[38]
[39]

[40]
[41]

[42]
[43]

[44]
[45]

[46]

[47]

[48]

[49]

[50]

[51]
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EN 319 412-1

EN 319 412-2

EN 319 412-3

EN 319 412-4

EN 319 412-5
EN 319 421

EN 319 422

requirements for Certification Authorities issuing
public key certificates)

Certificate Profiles (Part 1: Overview and
common data structures)

Certificate Profiles (Part 2: Certificate profile for
certificates issued to natural persons)

Certificate Profiles (Part 3: Certificate profile for
certificates issued to legal persons)

Certificate Profiles (Part 4: Certificate profile for
web site certificates)

Certificate Profiles (Part 5: QCStatements)

Policy and Security Requirements for Trust
Service Providers issuing Time-Stamps
Time-stamping protocol and time-stamp token
profiles

Estonian electronic identity ecosystem
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Appendix C Key requirements within the
Estonian elD ecosystem (table of
correspondences)

Table C.1 provides a summary of the main requirements that any manufacturer, issuer, service
provider, and integrator working with the Estonian elD ecosystem needs to be familiar with. These
can be supplemented by special requirements set out in specific product terms and agreements.

Legend: Requirement category:

G — Generic in Estonia

L — Legal
M — Manufacturer
S —Service

U — User (instructed in security issues by the issuer of the elD means and the RIA)

(R —requirement)

Table C.1. Key requirements within the Estonian elD ecosystem

Require | Origin; Brief summary of Explanation of the requirement and

ment mandatory/vo @ requirement comments

luntary

R-L-01 elDAS elDAS 1.0 [5] See also Appendixes A.2 and B.3
requirements are met

R-L-02 Provisory Readiness for compliance | Important where the service period is
with elDAS 2.0 [13] expected to continue after the entry

into force of elDAS 2.0 [13]

R-L-03 Estonian law Requirements of The Electronic Identification and Trust
Electronic Identification Services for Electronic Transactions
and Trust Services for Act specifies some aspects of the
Electronic Transactions Act | elDAS Regulation, which includes
are met defining the term ‘digital signature’

R-L-04 Estonian The provider of a vital To ensure the continuity of services,

legislation service must comply with | the providers of vital and significant

Estonian electronic identity ecosystem

the provisions of the
Emergency Act (see
Section 36 (2), Section 41);
the provider of a
significant service must
comply with the
provisions of the
Cybersecurity Act

services must comply with certain
obligations (audit, continuity risk plan,
security measures, incident reporting,
etc.). A trust service may turn out to
be one of the dependencies of
another service.
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R-L-05 Estonian
legislation
R-L-06 Estonian
legislation
R-L-07 Estonian
legislation
R-G-01 Estonian law
R-G-02

Estonian electronic identity ecosystem

Obligation to comply with
the Estonian information
security standard (E-ITS)
adopted with the so-called
E-ITS Regulation

Each person has a unique
number — a digital name.
(See the Procedure for the
Creation and Issuing of
National Identification
Numbers [62]). In essence,
the person's national basic
identity

The formula for the
national identification
number is described in the
standard EVS 585:2007
and duplicated in the
Procedure for the Creation
and Issuing of National
Identification Numbers
The basic identity is
managed by the state in
the Population Register,
not private companies.
Basic identity is not
commercial

The number of instances
of an elD means issued to
a single person depends
on their type. A single
person can own only a
single valid instance of
some elD means, but
there are also cases where
the number of the same

D-25-48

Adopted on the basis of Cybersecurity
Act, Section 7 (5), and the Regulation
on cybersecurity requirements for
network and information systems,
Section 3 (1). Section 12 of the
Regulation states that in certain cases
a trust service can potentially be one
of the dependencies of ‘systems with
a significant impact on the
performance of public duties’.
Estonian Information Security
Standard (E-ITS) is based on the
German BSI IT-Grundschutz baseline
security method. The ‘certain cases’
include X-tee use.

One of the most crucial axioms.
Requires a global, persistent, unique,
and public (GUPI/QP) national
identification number. Problems can
arise with elDAS-based
interoperability involving foreign
nationals who lack an Estonian
national identification number.

Private companies can service specific
elements of the process but are
fundamentally incapable of taking
responsibility for basic identity. This is
a fundamental philosophical and trust
issue. For example, the situation in the
US is the complete opposite

For instance, a person can have
several Smart-ID carriers (devices). The
issuer needs to proactively monitor
changes in national policies.

1.0
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R-G-03

R-G-04

R-G-05

R-G-06

R-G-07

Important
background
information

Important
background
information

Important
background
information

Important
background
information

Important
background
information

type of means
simultaneously held by a
single person is unlimited.
The number of permitted
instances of an elD means
or type of means per

person can change in time.

A single person cannot
simultaneously hold valid
instances of different
subtypes (ID-card vs
residence permit card) of
the same elD means

In practice, Estonia only
uses the elDAS
authentication level
LoA=High

Estonian digital signatures
mostly correspond to the
elDAS QES level
[QC+QSCD] (the only level
equated to handwritten
signature in Estonia)

The certificates of existing
Estonian elD means are
always paired [Auth +
Sign]. They are neither
generated, updated, nor
revoked individually
(unpaired). 2

The PIN code enabling the
use of the private key is an
attribute of the key.

D-25-48

Connected to legal status. ID-card
(identity card) is an identity document
issued to Estonian and EU citizens,
whereas the residence permit card is
issued to foreign nationals.

There is therefore no obligation for
lower level elDAS interoperability

Given that a QES-like requirement was
implemented in Estonia back in 2001,
downgrading to AdES/QC level would
be impractical, except for the purpose
of interoperability with other
countries. There is therefore no
obligation for lower level elDAS
interoperability

In theory, a future solution could
permit authentication with one means
and subsequent signature creation
with another but it must be noted that
the workflows of neither the
manufacturers, issuers, nor the service
providers (including banking services)
currently support such a solution.

The PIN code is not an attribute of
neither the elD means, interface
(NFC), nor the user. There exists a false
theory according two which the PIN
code is an attribute of the person
using the code; this significantly
reduces the security of all the means
used by the person. Explanation: it is
the service provider’s duty to ensure a
minimum level of security skills for the

22 The only case where the key pair elements are handled separately is the temporary Smart-ID ‘timelock’. For example, if the user enters an incorrect
PIN1 code three times in a row their certificates will not be automatically revoked: they will be able to try again in one hour. The key pairs will be
permanently locked after entering an incorrect code nine times; both certificates will be revoked and the account will be blocked.
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user

R-M-01 | Historical The key material is This requirement for initially
generated within the elD established for the ID-card but is
means and never leaves equally valid for a SIM card and Smart-
the device in a plaintext ID
form.

R-M-02 | Historical Requirements for PIN The length of the PIN code enabling

code(s) enabling key use authentication is at least 4 characters.
The length of the PIN code enabling
digital signature creation is at least 5
characters. The length of a PUK code is
at least 8 characters. The only
permitted characters are numbers.
The PIN code is locked after three
failed attempts

R-S-01 Procedures Certificate validity must be | The methods used for this are OCSP
verified upon each use of | and/or CRL
the service

R-S-02 Procedures The certificate’s trust An authentication certificate is
chain must be validated validated up to the root of the specific
along with the validation certificate chain (e.g. EstEID-2018). A
of the certificate itself signature certificate is validated by

downloading the LoTL and the TSL of
the relevant country and verifying the
certificate against these lists

R-S-03 Historical- Services should not display | Back in 2011, certain Mobile-ID

cultural personal data before services returned the name of the
successful authentication. | authenticating person after entering

their phone number or national
identification number, which enabled
a malignant actor to enumerate the
user base. eBay.com greets the user
by their first name even if they are not

logged in
R-S-04 Risk Each electronic service Risk management for ROCA-2017%3
management; | should enable and DigiNotar 2011%*-like situations
indirectly the authentication and digital
Cybersecurity | signature creation using at
Act and least two different elD
Emergency Act | means
R-S-05 Best practice The receiver’s Relevant encryption and decryption

23 See footnote in Section 2.5.

24 DigiNotar was a Dutch certification authority used as a certificate issuer by the Dutch government. The DigiNotar root certificate was also trusted by
the majority of web browsers. In July 2011, an Iranian hacker managed to access the DigiNotar system and issue hundreds of forged certificates,
including a forged Google certificate which was used for a man in the middle attack against Iranian GMail users. Due to the large scale of the attack, all
certificates issued by DigiNotar were blacklisted and the company was forced to declare bankruptcy due to loss of trust. For more details, see e.g.
https://slate.com/technology/2016/12/how-the-2011-hack-of-diginotar-changed-the-internets-infrastructure.html.
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R-S-06

R-S-07

R-5-08

R-$-09

R-S-10

R-U-01

R-U-02

Estonian electronic identity ecosystem

Best practice

CP, CSP

Risk
management

Risk
management
(MitM risk)

Integration

Risk
management

Crime risk

authentication key pair is
reused for the decryption
of confidential files
transmitted to the
receiver; no separate key
pair/certificate is foreseen
for this purpose

Each instance of digital
signature creation in any
environment must be
followed by immediate
validation of the signature
Service or software must
comply with the uses
defined in the key
certificate

Creating a service using
the national identification
number as a password is
strictly forbidden

Always use TLS-CCA
mutual authentication if
available

Key activation conditions
The combination of smart
card app and card drivers
must ensure that the PIN2
code is never buffered and
the card’s digital signature
creation function is only
activated for a single
cryptographic operation
Each end user should have
at least two elD means,
preferably of different
types, for the use of trust
services

If an authentication tool
asks for permission for an
action not initiated by the
user, the user must 1) not
enter the PIN code, 2)
notify the service provider

D-25-48

functionalities are implemented in the
Estonian elD ecosystem end-user
applications DigiDoc4 and RIA DigiDoc

Signature validation can be performed
e.g. using the SiVa service

Official software limits improper use.
To avoid errors, services or utilities
should not permit the use of
authentication and digital signature
certificates for purposes not defined in
the key certificate

Explanation: the national
identification number is just a unique
identifier. The right to access data
must be confirmed using another
means (including authentication)

Only possible with ID-cards. Also
expands business opportunities, as a
person’s identity can be determined
without signing a prior agreement.
Historically, the PIN1 code is known to
have survived a cold restart due to the
preservation of IE6 cache

Explanation: it is the service provider’s
duty to ensure a minimum level of
security skills for the user

1.0
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R-U-03 Crime risk In case a mismatching Explanation: it is the service provider’s
verification code is duty to ensure a minimum level of
received for an action, the | security skills for the user (Not
user must 1) not enter the | relevant for ID-cards which do not use
PIN code and 2) notify the | verification codes)
service provider and/or
trust service provider
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