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The Open Group Vision

2 Boundaryless Information Flow achieved
through global interoperability in a secure,
reliable and timely manner
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The Business Imperative

Boundaryless Information Flow

o achieved through global interoperability
0 in a secure, reliable and timely manner
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ﬂramzatm“ Boundaryless does not mean there

A T e are no boundaries - it means that
boundaries are permeable to
enable business.
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Membership — Forums & WGs
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Architecture

Service Oriented Architectures WG
Semantic Interoperability (inc UDEF)
|dentity Management

Adaptive Business Solutions WG
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2 Enterprise Management
2 Homeland Defense WG Councit councl

2 Jericho Forum
2 Platform

2 Real-time and Embedded Systems

a Security
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Jericho forum 10 commandments

4. Devices and applications must communicate using open,
secure protocols.

5. All devices must be capable of maintaining their security
policy on an untrusted network.




Jericho forum 10 commandments

8. Authentication, authorisation and accountability must
Interoperate /exchange outside of your locus / area of
control .

9. Access to data should be controlled by security
attributes of the  data itself.

é
11. By default, data must be appropriately secured when
stored, in transit and in use.




An Information Centric Future of Access Controls

Boeing Technology | Information Technology
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Network Controls

Application Controls

Effectiveness

Data Controls
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Perimeetrita organisatsioonid:

A Gartner case study aastast 2005, ID G00130483

I nGlobal Company Turns to User
Responsibility and User -Provided PCs to Cut
Costs 0

A British Petrol aastal 2006

I A €& moving 18,000 PC's from working on the
Intranet to the Internet, proving the business
caseforde -peri met eri sation. o




DERRItIONE SECULYy, Dol

Logical zones are defined by
identity and thus anchored by
hosting directories.

These are “islands of identity”.

Directory I

These could be different
departments, physically separated
regions, or even completely different
organizations

Domain
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Population Shift

Boeing Technology | Information Technology Information Security

1) An extended enterprise business model across its value chain requires —
Tighter integration of IT systems across this extended enterprise
Non-enterprise users require onsite and logical access to enterprise hosted systems
Non-enterprise users require external access to their home and public internet

2) The workforce becomes mobile, virtual, and geographically distributed

Non-Employees

60%

38%

Boeing Employees

Identifiers Granted Intranet Access

2001 2002 2003 2004 2005 2006 2007
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